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Abstract of JP 2000349851 (A) 
PROBLEM TO BE SOLVED: To enable security 
control and priority transfer control corresponding to 
a session by giving a subsequent packet belonging 
to the same session to the bypass path of a main 
processing part based on the packet information. 
SOLUTION: When a received packet (S1) is 
managed as a session (S2), the packet is directly 
transferred to a switching part and a packet 
scheduling processing part (S7) without performing 
routing processing (S3), filtering processing (S4) nor 
priority control processing (S5), is transmitted (S8) 
and transferred without performing redundant 
processing.; Information (packet information) for 
identifying a specified packet is defined by detecting 
the session in this way, the hardware part of a 
packet transferring device processes security control 
and priority transfer control to be executed based on 
the definition information while cooperating with a 
main processing part, and about a packet capable of 
being analogized from a previously arriving packet, 
the packet is transmitted by bypassing the main 
processing part. 
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ISSli, gS3f/«SLfcttftl;rfc<bfc^. 
[0 0 4 6] dftfcffdfctfJUli, 
<U *r©/<*7 1* (fcfcx.tf/<7-7 h©) OJRIti:^ 
vr, h (fcix.lf/<y v K3» SrKgUt* 50 
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fcftOflHBtjgttl-iiMl****, -e^t-S-tlcio 
T\ -fc y -> 3 >TO7jlS]t;Si:fc-t*a tNP&lP 

*|f o - fc fc fc *. 
[0 0 4 7] ±&0*7V3>$l&;£|fi]U&i:fc-fc4x 

x )t< mi^em o fc* cii, c^aa 

r-f/S^feesaSSiSt, HlHc^tJd#tC/N-7-7 ME 
SSttrtUEg$ftfc;i/-x<>'iri!! ! S^ 7-f;i/^>; 

[0 0 4 8] Cl^ci lj, -y MiS^fi^Slfft-S 

^7- v h e^i4aa* f s < fc* c fc £i8f7, -&iaasET?s 
SLT'/^jtsfc®!!^^, fii9rxa/^7Mes 
*M**wt* eta*?**. ^o«^oa«cmsn- 

* fc li, > -t^ a »J 7- -f /ABIMeSttas^ $ 

>^7x-x*««ajt*»'S-tt^-7 v 'f yy&mifrb 

fc^fcv»-ji:-5fc, ^-t •< >m3l95fcm3l*fT ; ?« 

[0 0 4 9] So S*0/>-y-7 MS&gffili, -fey 
•>3>*^ajt*c:fc^-c§T^ S£or**#5g«?^7- 
7 h£»giJt*fc*Wtit&*5E«U ^o5g«it«uiat 

fc^?F D m** f *ofco ^fc^ ns-?4>rf—7*R 

U fc o r^f Jf* * fc fflaja*^ o fc. 

[0050] ic, niiose*<o/^y Messes* 
•r*7-r ju^-; >^r-7A-sr/fis^fe$ijair-7';Ki, 
tlxif ^ -/ h 7 -^iraHhWftSUttffl-J-* V 7 b 7 x 

fc v> i)K ±M<7) pgffl * h fc * Ki®r fc d&it * -t 

•7V3>tar-7';Kiv ®*HOiHiU^^Tx^ 

> h < fc i) , -e-o-t -/ -> 3 v^ax-r^s-m 
iw a fc aote/i j< < v $#^ f 07c k. fc * fc v» i iBWjft 
fc*ofc. 

[0 0 5 1] SoT, *HWtt, -fe7->3>Utlc.tfc 

x «; r 4 WRW&%mmmimwt;K>r 7 me 

iSaUI*«8W-*Ct*B«ltt*. ifcs ffilJ'*'! 
Sft^fiJi^l-* C fc £Bfflfc1-*o 
[0 0 5 2] 

[sias:^i-'&fc*o#ig] ±seosats?^i--5.fc 

^SISlJ1-*fc»Otf«^^L> -<0S«««(-fi£o 
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[0 0 5 3] tfcfc*>, **M"^tt» MBSBS 

t , -t y >s a > wsmnnzmm * * y •> s > mr* 

aftaSaW-t r/3> HKflf- 7* A- t £«r£ fcffi 

[0 0 5 4] *LT, Hlfc3?-j-J:dfc» £€L£y<7- 

rty-y Y X-hftXi^ -ty'sa veS&SSP (PJS2) -A 
-fr/^fti» (P3S3) — 7-f A* 'J vr&aSP (|h| 
S4) -+&%$mtmU (ffiS5) -t^/a^lKilfc 
(ES6) — X -f y f-gp-^-^r y J- * J/'a - V > 7 

[0 0 5 5] 7 b (RSI ) rt'fe 7V3> 

tLtflLtK^^y hX-&tlli (I3S2) , A— -f 20 

4>ytm (P3S3) , 7<f;v*"7 (ras4) , & 

y h^^vi-'; Vy'MaSSKItftftL (|b]S7) > 
7h*2iai (RS8) LT, ±B7C«ft»I*<-f, AS 

[0 0 5 61 tr>3 >BKf3i&31»(*, £*3.jI$B£ 

•fc * * 'J r 4 M* V 7 > 7 x 7 * tz It&ftM® V 7 h 7 

V*fcffl/H$r/i?!lirfS. 

[0 0 5 7] * y -> 3 >HB*9Wl*tt, iftSW* 
h'Vry \-*gim-?tzm y •fcy>3>HRfIf-7' 
A£&3?U -fey -> 3 >Kt8l : 3r-7';w::3<£1-£x 

izm<im<0'<7-y >*y-y Ht* (-€-0^-y^ 
"bffiSO W^l^ 7 -r - A- K fc . ^ScOi^JSgBtc J: * 

<sft;tra$ft*^Lfc7^-;vKfc*;£t&x>HJ) 40 
fc-fc y -> s - 7;vM&#i1-* i -7 -/ -> 3 > 

[0 0 5 8] -t y -> 3 >S3&ssih*, i&sgf 

US-^T-fe y v 3 yflT-yj!'^ 7 H*» (x 

hSSltJRofcgU y HfMR (^7--y h^y*' 

£&i;-fc~/->3 ^Sr- 7A-£& 
*U iS^tiiy MsWbofcfcfcli, (S&xvM 
<o^"f A**>7'SrMgrL) ixy M Ki§ffJ$*t"Cv> 50 
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MMR (££/&aH >7-7*-xfHf-&ufg 
5feSRy > m®/a7 KU*(5E5fcMAC7 Kl'*))*** y 

[0 0 5 9] * 7 v 3 ftSMSSBIi, 7 h V* y 
•/3>flf- rAOXVhVKjg^-L, -fcyy 

a^EaaW^Oy^-y ht44i'ff377W , 2otv>fc ■ 

hs Kxy h u it y •/ 3 >f lf-7/i-i 
fc n o -b -y -> 3 > ra«B#<75 MS^S -5 o 
[0060] **-t»/->3 ye31ifflaffl5»i> ^ttSto tz 

'JKfc3£L£v>®-g\ (a£*fc|BIIS»;y<7-7 hi-A-r 
-f > y'&Sffi^at., ^ <0 J: 0 «c*ftW-Ctt, -t y v 3 
>£gy&g8S, -byyayfaf-y^ ■feyya^ 
K^aaSW, SO-'-by v 3 >S^ar-7A4yf y 

7 YG&mitnmmimmz&m. l, -t y •> 3 > 

tBt-&ifc^J:c.T, **!)fS<0y<7-y Yimit&tz 

&3 # ^ff $ -t * a >J r 4 fU® &l/m$££SlJ® 

±&a8|5fc1S*Uoo, y<7-y ^|£2lgE^oy^- K 
7x7»-C8! : a-rafcfc'(>lC, m*LTV>Sy^-y h i 

9l»t»*^» hfcRILTii, ij®a»«-y<-fy^ 
LTy^y h*^aj-r-&-fc^J: 0, SSlcy^y 
£*1t7 fcv^ita«-^ftLrv^ 0 
[0 0 6 1] i^:, fcffl>*V#B*©&-f x 
> h V n<r>&7 4 -A> K€<04 J T'^llx.lilP7 KU^SO"' 
-tO^#^IBIfcJtRLT, Hl^O^y 

7 - * KfltO-MSifc/t^- ^SS-^Y >f? ? x#it 

[0 0 6 2] ±!eo-t y v s >§SflJ5EW<i, ftE 
•fey v 3 >Sar-77l'£&§fjLTjg£--f£x> h >;*t 
^u»fc ^(i, #x> h ij <r>®fo®m*WMLxmdVm 
Sr^T9^fc* f T-|*o a«^.^TCPjiffl<Ofc 
^, /^y h7*-"7y Kfafy hSrffl^T@[-fe 

y v 3 ><OBa!2XI±Bi0ifa$!j5e) 7 £ fc^^T-* 

[0063] t?ii.(f, g-t 7 vs ><§mm%.m\ &=> 

- K^y bOF IN«-fcy •>3>RiR77y'fcUTffl 
v\ £<7?7yy'3!l«Se5e$^^y'?^y h*S©U $?>t: 
f£&OE9l&£fitr.&/'?7- y b «-K-fe y v 3 >«aft9ff 
A r SmLfc ^itr>3 v^KSI(<0?J^) $r^T fc fc 

^•f-&£fc« j T&*. 

[oo64] atyy 3 >^ anitep**, 

-KVf-y K0RSTSrfey>3VSgl7y^fcLTffl 
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7 > a >§gr-7>^3£t > h 'J fcWB&t* C 
[0 0 6 5] ±iao-t7V3>PflgimM^ g 

otti> \zm* y v 3 >^m-r- 7)VO&&tZ>x*> h 
V*fiiJ^LT<>i:^ 0 a^^UDPjfrflot 

7>*-&*> e-t 7 > 3 ^gsK^s&aa^ 7 > 

3 > HKflr - 7> t fit U D P * y > 3 > SKf - * 
. r - t> t«W L x * y v 3 > <nfflk (o«s» tff } 

[oo6 6] . tt-b^^v^mmjcs^ 

y v 3 >flJB«<*>«5» * tf -9 1 1 i> [CgE-t 7 > 3 >« 
[0 0 6 7] 

^7x-X105t*^-rO^*aa»107t<OHH, 4: 
7 > 3 ^gr-7>121*fitx.*:* 7 v 3 >«31&a 
»122*«Ht, «*«f»tta»111fc^-f y^Wll2tO 
Bfc-fc ^ v 3 >Htt*lr- 7^123*13 x_£-fe 7 > 3 
>BI»S*«»124*ttHtTv>* 0 *LT, feStf122 
fc124t *«-?«125TlflR««1-* 1 1 f> fctt«S122 
*&fW«126fcfrLTlMfc><$ry b*;Wyf-»112 

[0 0 6 8] £OJ: 7 MSiSfilOOli, fflx 

LAM U«^*«*S36nj^UJRl-*»*»^TCP^r^ 
'J ->3 ><7)— o-e$>^telnetaiM'C^*f */n # **7 
Mi> <5«5fe"Cftv\ LAN6HJRi"^>@^Sf^LAN1 U«t 

Ttta«*«FTL4v\ tv^iTi-t^vf^JW 

[0 0 6 9] 3% UN10IP^7 h7-*7 F>X*192. 
168. 10. 0(* 7 h"?** =255.255.255.0)£U LANSOI 
P*7 h7~*7 KU*£192.168.60.0(*7 = 
255.255.255.0) t U 2g*11?)IP7 KUX*192. 168. 1 
0.1 1 U i85fc620IP7 K^A£l92.168.60.2i:-f *o 

[0 0 7 0] $*ttWfc#v*TUU Hl0+^/<* 
7 hfc&SISl- 3 1 02*O^7 Y&%&moQtm3 
RIKBM+O^y KESIKElOOtt, 
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*Ml00flK»tfc-fc * v 3 >IS&®gT-7>123*/T 

[0 0 7 1] SfcK, H3(1)tt^ TCP<0*7v 3 >BBR 
ftWiry >07n-£3FLT£*K LANIUJSt^S* 
1 1 1 LAITCCff * & *g*62* f te I net afii-4fif( iff: I X v> 
«xtf* HBSBftlOOfi* 38*62*2Hg5c 

10 [0 0 7 2] ttT^B3(1)0«FM0aitU{&oT % TCP 
ii^o-fe 7 v 3 VHKttUM t xm 2 (z* tfc/<^ 7 h 

hc»«moofca*Lfct§* c^>a^i±LAN6 

UiRt^ffi*ff*^l1UJRt*J8*^§6MLfeTCPa 
fiT*^<OT% ^^-7 Ms&StlOOi^ ±|E^tfei) 

[0 0 7 3] dil*£ffr*fc*, *7F7-^W* 

20 ltlia>Mfel±ftTifl%\,\ J tV^^y f7-^tfS 
*tt*CS£bT. -t*AVx-f1W»V7>^x7102S:^ 
LT7-T >^x-7/H08-\, iai2t:^L^7'f 
y V^*ft305XCWlo^^^ ^-^309^1-0: ? 
J> ^«TCPT* , ^«%IP7 YUXin 

92. 1 68. 60. 0 ( v ^ ^ tt255. 255. 255. 0) ^ % 553fe I P7 
K 1/ ^ * f 1 92. 1 68. 1 0. 0 (V * ? ^255. 255. 255. 0) X$> 

[0 0 7 4] :^x> > ij H;^7 h03& f ^ 

t) >y&mumtf%WLxmmtz>o teinstait*n 

</^7 v HB8*11100*ca#Lfci:S. 

0«*«fe-C|gJ8»l+& o 
[0 0 7 5] t^t>t». f Cft*£frr*fc6, *y h7 

40 kv^^7h7-^«a*«-U^T, flBtWflPV7h 
^7103£frLT-t 7 v 3 >BSK^a^^r^123^s 

^•f-^802OJ:9lc, -/nh^mweab^ ^ 
<§7C I P7 K V X *M 92. 1 68. 1 0. 0 (v ^ * ^255. 255. 255. 
0) X $> ») , %5fe 1 P7 K U ^ 7& r 1 92. 1 68. 60. 0(-r ^ ^ ®25 
5.255.255.0)?* *K U9t#~ Y^^23(\e\nstMi§ 
X$>Z>Ct*7fi1r)X$>y), r«5fc£/<E3£J 7<- 
^ KWCKIBjfe)-?**^^ b } ) Z^&ft® LX#<o 
[0 0 7 6] TCPfi^O-t y vs >^^!3rr^i 
50 -CO, *7^3>HRHtt«>'<4-7 H-<4> TCPa«^ 
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Klfv MM*; CTR(control)7^)<OSYNlf7 h* f 2 
9TV*4(tt^ CTR=SYNt^t^>)o 
«a»a»124tt, ZOzi-YVv b£ MjaruLT-fc 
7 *>3 >Httn?-rJH23fctt*U h©** 
■tr>3 ^HKftfrSOIftrfStJST^ * ?802<O J. V 

[0 0 7 7] ±EO*«tt, H7Ua^-fcy>3>Htt 
^S^gPl 240 * 7^ 7 7S1 0, $11 R tfS! 3 iCffl i l r v> 

i > h 'J * f *o t ^ fJBf U&o*§ -fc y v a > ffgffl. 
a»122*s h®&tf©* 

[0078] z<owm, *y>svB8K*a»a»i2 

Htt£aftaSl24 J: 0 (IkftoMaS^ r>3^H 20 
f >*7^-*#-?\ R0%$fcMAC7 KVXSrUT, CI 

[0079] ioi^ft^fcaftH^of-^tajD-r 
oa*n (ttR^^irft^r-^aft) khltwu -t 30 

y v a >BK*a»a»124fc * 7 v 3 >tfa*ta»122 
B>Hfctta»a»124*&0^i;:J:*T. t7'>3 

>«afta«i22ii, /^•^oawM^t* 

&H 6 7 > 3 >fl7- T^MC^lt** 7 V 3 >S= 

[0 0 8 0] Cl<0^flll*> a707n-f-^-M:iJlt 
**T7 7^14#tfS16i::^LT£>K rnhn;vf^ . 
ttTCPT-**01N Xr7 7'S14£&fiLT*'T7 7'S16 40 
^®fttZ>*&mt*Z>o *LT, *yy a 

^7 b£;W 7^fflni2^&t(*x77'S17)<> **yf- 

««u hxi-ya-y ^oafcmwHt/* 
7-7 h«:-eojMai^ >^7A-xn57&^^m-t^>o 
[oo8i]^7 h 7 h(K««aioo^ai» 

ft«Lfctelneta«UHLrtt, ME8B*100 50 
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tt»«*-cKa«a+*o-e, h®*K£5fcti£ 
sj&at& 0 i~&fc*>> -t7 ->3 >§a&aa5i22(i > 

/^7 h®*£«Lfc4e>lf, -t7'>3>fif-7^ 
123*«*t* 0 CO^/Kti. B8K*t*y^a>*a 
®aST>122C0 7 O - * -V - h IZ&W * X r 7 7>$21 & tfS2 

[0 0 8 2] •fcy>a>tfafca»i22**. -tr>3> 
ffar-r^lttWRtTt, -t7V3>rew 
a»i24oiteK(cffior, -t 7 v 3 >iraaaS5i22^ 

MU:-t7va>flx> h V90H:i±, 
t^^^U^ +ftt>*>»*11-**62^J5rftUov»T^ 

»ta^t * o t , -b 7 v 3 >i : a^aspi22W^ l 

[0 0 8 3] Lfc^ot, ^f7yS23^ffU S# 
5ElP7KW^kJKfelP7Kl/^, S^x^-hS^i:^ 

aS5122^7->a>«ar- ^JH21 «1ftgR-r » 
7 7^S24) o 

[0 0 8 4] ZZVVJftX^ /<>yh»tt-ty J /9>t 
a^-^121ua*1-*CtU4?*0-C, -br/aV 

^aaaaii22(i. :o^t^tSK77^«T 

(^T7yS26) . ■fc7y3>tix> h V901O^-fA 
*yya>fii> > VSOlOteJnetafi^a^EffoT 

v^4o*5*t, /^7 KES«flli003j«fl»ri-&fc* 

[0 0 8 5] ^ii^ ^^yyS240«»tffoTt, $ 

^S£ii (^T77 F S39) 1-4Cfctt»d*-C4*tv^ 0 * 
4:7 va >»ai&a»122tt^ -tyyaVfilxv 

^^7x- ^ftTCMACT K lx ^ t LXfrfr 
/^7 K3)OSffi'f>^7x-^^i:^5feUAC7 

kvx*. *o««a-c**^-f yf-»n2^ia»a» 

1-^(XT*7yS27aU r S29) 0 
[0 0 8 6] ?5,»:|S|W:, -t7V3>eax>hV90 
1fr6»**ffft**X-f 7f-«112^E«a*Dt*U 
r 7 7S30&t>* S31)o ^ClC x -t 7 v a >^a^aSB122 
ti, telnetiI^^*>o ft t # -t ^ v a 

ai>b i ;s:BiiBrt'*fc*o«a (aa-r*) 

r 7 y(S32-S36) ^rgT5$£7 y ^*5c^R t U r 7 
yS37K ^-f yf-«112^^>atti-f >^7x-^ 
^5teMAC7KWX, »V«ftKoa»fcra^U, 

^•7 h^^-f 7^g5l12^ttJ-r^>(^T7yS38)o 

[0 0 8 7] -fcyya^ffafcaW^^^-f 
7f-SH12^/^7 hm^7M:Mt^f- 
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t n ±aoi^^H8o«ia (*ry7529,s34,s36*& 

[0 0 8 8] SfeU/tjry MgW^y MS£gft100 

*»^«fl|LAtelnetii#UHLTB, MESS 
ttlOO(iSflKfe-C|E^ji!iSt*OT% hiBSSfil 

ax > V y901K'<**y h©tf*a<fr1-*j^ -KOCli* 

[0 0 8 9] c co j: K&a*£*rf a -tciot, 

107. ^^v>y»a«io9, «*w»«a«nu 
a^-ty^ 3 >H««a^*i24Tjsi¥-r*»a*, 

[0 0 9 0] <fct^ 04 (1) <A($ffl<OSL*Ucjfro-<\ TC 
Pa«0H«B*UMLT/*4ry HB83iEll10CW r «ffi-* 

WLfc*. ttE£Mtl00(i* TCPjlfitf&TL 

^I21*feB0»t**O«a«r*ff+*«** r *4o 
[0 0 9 1] Wifci^ B6CgL^7y3>fIf 

HS^Lfc-fey^a^BIMfa^ 

«a»a»i224«x> h u £»Mu&ira**«n\ 3$ 

x > h y gc^f- - 7;H21 <0£g£ tt x.T L 4 ? ^ffitt 

[0 0 9 2] TCP-fey v a VOHSIUHLT 

tt, FINH«(B4<1))*fctt. RSTSm (BBCOK *fc 

77^ (013 (1) #Bg) **FINTNfe*/<*-7 hQS.^© 
-r*jMHD»^*"y h(CTR*7 7^ACK)®^i£^>^i:U 
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*62a*i£* :ti:J;o TIP*U* 7 •> a > * H«t *• 
[0 0 9 3] FINHao«g\ TCP^7 h^^^CTR 

£«-f*fc. -ty>3>«aj6a»122«4, 

J&lt* Xf" ? •7 F S33SO j S34iCffiS1-^o 
[0 0 9 4] Jfefc, /<4rvh©t»tL«r»»*-ec4 % Fl 
N**>*«1fcOT\ -ty>g >tta&a»122tt^f y 
/O 7^,S37Rl^^JK*;:«a**ffU SftLfc'**-/ 
h©*** yf-»112^*U *<fyf-»112«U 
h©£«5fci£&1-*o ^7 h©ti, iB*11**»«Lfc 
«*62li N £*i*ft*LT\ ftflJ6» 

[0 0 9 5] MSSgfilOO**/^? *-©££<! 

-r^t, -fcy^a>*afta»i22tt, /^-/h©**a 
20 3aws34n«ai-* D *y->3>«afta»i22 

Cm7 7^liA<X^ifcv>?>'t\ /^7h®iM 
fc. ^ry7 f S37X0 f S38O)EU«La 3 Srllfi l t4 o 
[0 0 9 6] Wry h©fcfi«LfcJ»*11tt, 38*62^ 
? f®*aHW4 0 hCSttttlOO 
* f x*y -fe7^9>1ia*a«122 
li, ^ry^SSS^IIffL, FIN^«> V^=2r**r) x 
^7 h®^Cm7y^<iACKt**>^OT% h©* f 

ig^t Hyy 3 > six y h ij sol mmt h (^ f - 7 

30 7S36) 0 

[0 0 9 7] ^ioWr>3 >«a<6a»122*«Si 
a**fr1-*£fc£J:oT, FINKSOB#, TCPJi#* f ^ 
7U £*O4v^x>>y«rBB»t*ifc4tT*ft 0 L 

^ ^ U > ^aaS»109tc J: o T^t 4 o 
[0 0 9 8] ifcRSTBJ«0*^ C7R7 7^ s RST-e* 

h®*s^L^^^(if> -ty>3>»a4ia«B 

^0 122(i> 7 h (S^S^t ^ -t y y 3 >flx > h V 9 

h©*7<;u^U> ^®affl5l 09 J: o TKSil" 4 o 
[0 0 9 9] Hb7*>a>OIHM^ ±ffiOJ:^* 

243tliflBfeSll»V7 }">x7103d**y>3 >fif- 
50 7';H210#x> > V^^^A^^>y*fx7^L, 
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4TOtLfc-£B*W*^Lfc|H/<*-y h<7?S§€^ 
fed r v»x > h i; ttHlI»-r*o 
[0 1 0 0] tyyaVflxV h U 901 CO ^ -f A* * 

7^WV7 h**7102*fcMU «fe«»V7h«>i 
71034*4: y > a Vflf- 7>121"^7 * -fe^l"* fc* 

^Hflpai27tR«tTv^« 0 

[0 10 1] EJ9li, ftffl^'t'J fV<-f;*fc LTCAMSrffJ 
JB1" * V &3:*»& L fc-fc y v a > Wa 

mait * c 1 4*pn&&> * »; f;<ai 

[0 1 0 2] ttoT. H6U» , tJtdlC-oOr-7 , A 20 
€4 f [Bj--e&*itf, K»t-ow> f »j 

**«MtL*:*4*, *»>*UMO«ft»=o4r4»*. 
[0 10 3] IPflMBK&V'Tlt. -fcy*>3>BB*6t4t 

R&*i*«ae>*-b#**c44«ftt4«*^ ifc/^ 
7 HEJS*Sl00«:^LraSft«Sit*IP7Kl/^oa JO 

[0104] *£-c* vtfar-TVi'O*?* 

-*KOl£y bfi4>5>#|fiLTs H9fc3rfJ: 9 CAM 
-1, CAM-2, CAM-3, Cm-4<DX l (C#7 >T Kfc* 
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